
Technician: Level 2 – The Level 2 Technician will be able to provide the same repair, installation, and maintenance support that a Level 1 Technician provides.  However, the Level 2 Technician will be expected to have more in-depth knowledge of hardware, software, and more importantly, networking, and security topics than a Level 1 Technician.

Additionally, the Level 2 Technician will be able to monitor and maintain the clients’ network systems, troubleshoot network systems when necessary, and make improvements to the network. He or she will rely on experience and judgment to plan and accomplish goals.

The Level 2 Technician will provide additional support to other Level 1 Technicians in the TeamLogic IT Business.  The Level 2 technician should be able to perform the following functions and activities:

· Design Local Area Networks 

· Identify user requirements 

Performance Indicators: 

· Approval of the proposed requirements is obtained from the user 

· LAN options for interface with wide area network (i e , WAN) infrastructure (e g , SONET, ATM, ISDN) are accurately identified 

· Network topology for proposed site(s) is accurately determined 

· Security, connectivity and performance requirements of the users are correctly identified 

· Suitability and feasibility of site(s) for wired and wireless transmission media are correctly assessed 

· User applications (e g , web server, email server) are correctly determined 

· Uses and limitations of existing equipment and software are accurately assessed 

· Install LAN 

Performance Indicators: 

· Customer network applications are correctly installed and tested 

· End devices (e g , work stations, PCs, printers, servers) for LAN access are correctly configured, connected and tested 

· Final overall tests are performed to ensure full network functionality 

· LAN infrastructure devices (e g , switches and routers) are correctly connected and tested 

· Network security devices and software (e g , firewall, routers, anti-virus software) are properly installed 

· Required network protocols are properly installed and tested 

· Structured cabling and wireless access points are correctly installed, terminated and tested 

· Install LAN-WAN interface 

Performance Indicators: 

· Access to the point of demarcation for the WAN interface is checked 

· Equipment required for physical installation (rack, mounting hardware, grounding) is properly constructed 

· LAN to WAN interface is correctly connected and configured and tested, including routers, firewalls, and any DMZ equipment 

· Network interface equipment (CSU/DSU, ATM switch, SONET add-drop multiplexor, BWA (Broadband and Wireless Access) is properly connected 

· Power and grounding meet specifications for proper operation and safety 

· Wiring closet is secured and has access to the WAN interface 

· Prepare overall design and integration plan 

Performance Indicators: 

· Building facilities required to support implementation of the proposed design are accurately determined (e g , wiring closets, wire trays, conduits, etc ) 

· Costs and time required to implement the design are accurately determined 

· Cutover and integration plan are accurately determined 

· Design and integration plans are documented completely, clearly and accurately 

· LAN infrastructure site design and layout plan is created, including all equipment (e g , switches, wireless access points), structured cabling, transmission media, and WAN access 

· Need for DMZ (demilitarized zone) and the devices installed at the DMZ (e g , email and web servers) are correctly determined 

· New equipment, modifications to existing equipment, transmission media types, and software required to meet user requirements are specified 

· WAN option is selected and local telecommunications provider is contacted to design LAN-WAN interface 

· Implement and Monitor Network Security 

· Develop and implement network system and user security requirements 

Performance Indicators: 

· Backups are secured off-site in accordance with company specifications 

· Remote access is properly verified in accordance with company procedures 

· Security for user accounts is maintained across all systems 

· Security policies are documented and available to all company employees 

· Security requirements are monitored, implemented and enforced in accordance with company procedures 

· User accounts are set up following standard operating procedures 

· Users are provided with timely access to required systems and resources 

· Vendor security policies and standard practices for installation of equipment are followed 

· Develop and implement security plan 

Performance Indicators: 

· Accurate and up-to-date records (e g , device configuration and user accounts) are maintained to ensure system integrity 

· Backup, restore times, and recovery plans are identified, documented and agreed upon by technical support group and user 

· Developments in the security industry are monitored, and expertise is consulted as needed 

· Disruptions, outages, security violations and attacks of network services are monitored and recognized in a timely manner 

· Security risks and violations are escalated according to company procedures 

· Security violations (e g , brute force attack, social engineering, and dictionary attack) are identified and corrective action is taken 

· System audits and backups are performed according to proper procedures to protect against unforeseen outages and data losses 

· Type and source of attack is accurately identified where possible (e g , denial of service, ping of death, tear drop, etc ), and defensive action is properly implemented 

· Establish and maintain network accounts 

Performance Indicators: 

· Network encryption requirements and standards are properly established 

· Remote access is properly controlled through permissions and virtual private networks 

· The quality of passwords and periodic user updates is properly maintained 

· User account information is correctly backed up in accordance with company procedures 

· User inquiries regarding security issues are responded to effectively and in a timely manner 

· User names and passwords are set and tested 

· Maintain and improve security in response to industry developments and user experience 

Performance Indicators: 

· Changes to security policies and procedures are communicated to all appropriate departments, companies and individuals 

· Current software upgrades are installed, including operating system patches anti-virus database 

· Developments in the security industry are monitored, and expertise is consulted as needed 

· Network security components are monitored, tested and upgraded (e g , firewall, DMZ, root kit) 

· Recommendations for long-range security plans are communicated to appropriate parties in a timely and effective manner 

· Technical resources and expertise are sought when appropriate 

· Traffic to and from network devices are monitored for security violations 

· User concerns are considered and addressed in the communication process 

· Install and Expand New Facilities 

· Develop the installation work plan 

Performance Indicators: 

· Documentation is clear and accurate and follows company format (e g , standards, changes and impact of changes) 

· Installation plan includes adequate beta testing and limited production testing phases 

· Installation plan includes input from customers, key individuals and work groups 

· Installation plan includes methods for tracking time and cost for the final delivery of the system 

· Installation plan is designed for minimal impact to work-flows and productivity 

· Installation plan is reviewed by appropriate personnel and customers 

· Equipment and transmission media are tested after installation 

Performance Indicators: 

· Appropriate tests are identified with approval from customer 

· Scope of testing plan ensures quality results 

· Test equipment is checked and operating correctly 

· Test results are verified, accurately documented and meet criteria for customer acceptance 

· Testing is performed according to vendor and company procedures 

· Tests indicate that equipment performs to vendor specification and meets safety standards 

· Identify tools, equipment and materials needed for installation 

Performance Indicators: 

· All required tools for the job are assembled and shipped to the job site 

· Appropriate individuals are notified of inventory changes in a timely manner 

· Appropriate input is provided on equipment, environmental impact and material needs 

· Broken tools are accurately identified and procedures regarding them are followed 

· Database is thoroughly searched for required installation and maintenance tools 

· Inventory of tools and parts includes accurate identification, tagging and location 

· Materials and parts are verified against vendor specifications prior to beginning work 

· Specialty tools and services are obtained in accordance with company procedures 

· Implement new system configuration 

Performance Indicators: 

· Alarms are handled and verified in accordance with company procedures 

· Configuration plan meets user needs and is successfully implemented with minimal disruption 

· Databases are updated to ensure that information is accurate and they are forwarded to appropriate personnel 

· Design and integration plans are documented completely, clearly and accurately 

· New network hardware and software are installed and secured 

· Preventive maintenance plan and monitoring procedures are updated 

· Revisions to system backups are made to reflect new system configuration 

· Site visit log includes special conditions of the equipment 

· Vendor security policies and standard practices for installation of equipment are followed 

· Prepare design for the site 

Performance Indicators: 

· All site design requirements are complete and free of conflicts 

· All stakeholders understand and approve design 

· Outcomes of design reviews are accurately documented 

· Several technical and design scenarios are considered 

· Site design takes into account all aspects of technical and human performance 

· Tradeoff and risk analysis of different site designs are complete 

· Review equipment and transmission medium after installation 

Performance Indicators: 

· All appropriate parties are notified that equipment following installation 

· Follow-up procedures for malfunctions are completed according to vendor and company guidelines 

· Network performance is assessed accurately and in accordance with vendor and company procedures 

· Network physical configuration conforms to user needs 

· Required modifications to vendor’s equipment and transmission medium are identified and implemented 

· Work with software and hardware vendors 

Performance Indicators: 

· Baseline is established in accordance with vendor’s performance specifications 

· Component performance data are shared with vendor 

· Deviations from manufacturer’s specifications are identified for corrective action 

· Implementation schedule and expectations are communicated to users, vendors and implementation team 

· New products and upgrades are tracked through communication with vendors 

· Optimize and Maintain Network Software and Hardware 

· Configure new system components in a controlled environment 

Performance Indicators: 

· An accurate and complete description of the network configuration is obtained and backed-up 

· Hardware, software and connectivity upgrades are installed with minimal disruption to network 

· Impacts of different system configurations on system performance are evaluated 

· Input from users is considered when making system configuration decisions 

· New performance levels resulting from changes in configuration are tracked, documented and verified against the standard configuration 

· Parts, equipment, and personnel needed for the configuration are identified and scheduled 

· Develop and implement preventive maintenance plan 

Performance Indicators: 

· Equipment and software vendor list is updated and maintenance is scheduled in accordance with company and vendor procedures 

· Equipment is inspected and serviced in accordance with company procedures and manufacturers specifications 

· Manual and equipment generated logs are checked and carefully evaluated 

· Power and environmental systems (i e , HVAC) are properly inspected and maintained according to specifications 

· System is monitored to ensure it is working properly and results are evaluated according to specifications 

· The maintenance plan documentation is written in accordance with company procedures and manufacturers specifications and distributed to appropriate personnel in a timely manner 

· The maintenance plan includes network utilization auditing and traffic monitoring in accordance with company procedures 

· The maintenance plan includes procedures for follow-up activities 

· Monitor and maintain software and hardware for optimal network performance 

Performance Indicators: 

· Deficiencies in configuration are clearly and concisely identified 

· Network data is analyzed and compared to baseline performance for discrepancies 

· Performance level documentation is used to monitor network and recommend system improvement 

· Software and hardware configurations are standardized 

· System configuration is optimized to meet user needs with minimal disruption 

· System metrics are identified and updated 

· Review and update network configuration plan 

Performance Indicators: 

· Changes in performance caused by changes in configuration are tracked and documented 

· Changes to network configuration are tracked and updated in a timely manner 

· Deficiencies in updated network configuration are clearly and concisely identified 

· New user requirements are complete and accurately described in new network configuration plan 

· Optimization plan is developed, justified and approved by all relevant parties 

· Test plan is modified to reflect changes in the network configuration 

· Vendors are appropriately involved in making recommendations and their equipment is referenced properly 

· Test and verify that system meets customer specifications 

Performance Indicators: 

· Diagnostic software is run to verify that the components are operating correctly 

· Monitoring software is run to verify that the system is operating optimally 

· Stakeholders accept system performance 

· Testing is applicable, on schedule and within budget with approval of stakeholders 

· Testing is repeated following each modification until the system until system meets customer specifications 

· Perform Network Infrastructure Troubleshooting 

· Analyze problems and research solutions 

Performance Indicators: 

· Appropriate information and data analysis techniques are used to diagnose the problem 

· Diagnostic software is correctly used to troubleshoot the problem 

· Network performance limitations are accurately identified and communicated clearly 

· Potential solutions are thoroughly researched and evaluated against problem characteristics, system usage and configuration 

· Problems are appropriately escalated to the next level of technical support 

· Product, vendor and network architecture information is obtained and analyzed 

· Risk analysis is conducted for proposed solutions 

· The problem is correctly identified 

· Document and communicate problems, solutions and the implementation process 

Performance Indicators: 

· Contingency plans, risk and tradeoff analysis are developed and clearly communicated to users 

· Documentation follows the organization’s format and procedures and is organized for most efficient access by other users 

· Network configuration documentation and back-up device configurations are revised as needed 

· The problem(s) and potential solutions are clearly documented and justified at the appropriate level of detail 

· The proposed solution and implementation plan are approved by the customer and communicated in a timely and understandable manner 

· The scope of work is documented in an accurate, complete and succinct form 

· User concerns are considered and addressed in all communications 

· Monitor work load, manage time and prioritize requests 

Performance Indicators: 

· Criteria for successful completion of the work are established 

· Estimates of scope of work, time, materials and interdependencies are accurately identified 

· Priorities are defined clearly for the customer and work team 

· Problems are escalated according to company procedures 

· Trouble report is understandable by non-technical decision makers 

· Trouble reports that communicate information accurately, clearly and in a timely manner are properly prepared 

· Query manufacturer information and systems specification resources 

Performance Indicators: 

· Appropriate manufacturers’ documentation, libraries and databases are used 

· Computerized searches are effectively accomplished through the use of proper key words 

· Current software and hardware versions and updates are identified and used 

· Searches are conducted for replacement units (RUs), software updates and current configuration diagrams in the correct resources and databases 

· The availability of manufacturer specific and generic diagnostic software are accurately determined 

· Recommend, test and implement a solution 

The TeamLogic IT Corporate recommendations for certifications required for a Level 2 Technician are:

· CompTIA A+

· CompTIA Net+ or CompTIA Security+
· MCDST

· MCSA (Microsoft Certified Systems Administrator) or MCSE (Microsoft Certified Systems Engineer)

· Minimum Four (4) years of hands-on experience


